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An Effective Method of Increasing the Situational Awareness of 
Cybersecurity: Capture the Flag 

 
Abstract— The spread of information technologies and the 

exponential growth of both personal and public data in digital 
media increase the cyber threats risks. One of the main important 
issue in the field of cyber security is to create situational 
awareness. In this study, capture the flag contests that help 
improve situational awareness are studied in detail. As a part of 
in-house awareness study, a capture the flag contest is 
implemented, the results and lessons learned have been shared. 
The results have shown that the level of knowledge and 
awareness can be advanced among cyber security personnel who 
do not have an opportunity to attack real systems. This study has 
also demonstrated that the real experiences, which are gained by 
attending capture the flag contest, can increase the level of 
awareness a lot more than theoretical knowledge for cyber 
security personnel. 
 

Index Terms— Cyber security, capture the flag, cyber security 
awareness, cyber game. 
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