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Attack Types and Intrusion Detection Systems
in Cloud Computing
U. Oktay and O.K. Sahingoz

Abstract— In recent years, lots of organizations have
adopted their systems for enabling cloud based computing to
provide scalable, virtualized on-demand access to a shared pool
of computing resources such as networks, servers, storage,
applications and services. Mainly cloud computing technology
enables users/enterprises to eliminate the requirements for
setting up of expensive computing infrastructure and reduces
systems’ operating costs. As a result, this technology is used by
an increasing number of end users. On the other hand, existing
security deficiencies and vulnerabilities of underlying
technologies can leave an open door for intrusions. Therefore,
cloud computing providers need to protect their users’ sensitive
data from insider or outsider attacks by installing an intrusion
detection and prevention system. In this paper, it is aimed to
define different attack types, which affect the availability,
confidentiality and integrity of resources and services in cloud
computing environment. Additionally, the paper also
introduces related intrusion detection models to identify and
prevent these types of attacks.
Index Terms— cloud computing, intrusion detection,
intrusion prevention, security.

I. INTRODUCTION

cloud network. Cloud computing organizations have to
provide a high quality service and protect the users’ sensitive
data. To prevent these attackers, firewall mechanism and/or
Intrusion Detection System (IDS) are effective solutions to
resist them. They can provide additional protection
mechanisms on the cloud systems’ distributed environments.
IDS can identify suspicious activities by monitoring network
traffic changes, configuration of the system, logs files, and
actions of end-users. When such a suspicious event is
detected, IDS sends an alert message to a person or
monitoring console to trigger some actions for preventing
these attacks.
In this paper, it is aimed to provide definitions and
properties of different attack types in cloud computing and
to introduce intrusion detection and prevention models to
resist these types of attacks.
The rest of the paper is organized as follows: In the next
section the cloud computing paradigm is introduced; In
Section 3, security deficiencies and attack types of cloud
computing are described; intrusion detection models and
intrusion prevention models in cloud computing are detailed
in Section 4 and Section 5 respectively, and finally
conclusion and future works are depicted.

I

N recent years, cloud computing has rapidly emerged as a
widely accepted paradigm in computing systems, in which
an end-user can request some computing capabilities and
services when he need it, and he can reach these resources
across networks anytime, anywhere.
Pew Research Institute published a research about “the
future of cloud computing”, and depicted that about % 71 of
technology stakeholders and critics believe that by the year
2020, most people will work in Internet-based applications,
which can also be run from smartphones [22]. Therefore, it
can be seen that the future of cloud computing technology is
bright and will be widely used in the World.
While moving from traditional local computing paradigm
to the cloud computing paradigm, new security and privacy
challenges emerge because of the distributed nature of cloud
computing. Some of these security vulnerabilities leave open
doors, which stem from the existing computing models; and
some of them, inherent from cloud-based models.
As a result, malicious users force these doors to attack the
system, and they attack on end-users’ private data;
processing power, bandwidth or storage capacity of the
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II. CLOUD COMPUTING
Ubiquitous computing is first defined conceptually as
“accessibility of data with technological opportunities has to
be realized with a continuous and an invisible way” by Mark
Weiser who is a Xerox Palo Alto Research Center (PARC)
Incorporated researcher with an inspiration from Philip K.
Dick’s Ubik novel [2, 3]. In Ubik, all objective entities are
communicating each other as a smart entity. This
communication occurs dependently with all factors in the
environment. Communication networks allow data access
perpetually independent from the environment. A real-time
and location independent interactive communication
environment was started to be used by inclusion of
ubiquitous computing in daily life [4].
Cloud computing is an interactive communication model
that is constituted in more than one place synchronously,
easy to use, can be accessed whenever user needs, consist of
configurable computing resources and needs minimal effort
to achieve maintainability [5]. Nowadays cloud computing
users are using services that they need from providers’
computing resources and charged as they profited [6]. Cloud
computing has many definitions in different resources, which
are similar to each other. As a summary, cloud computing
can be defined as today’s computing technology that has
time and location independent services, shaped with user’s
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needs, has a minimum effort to maintain and charged as the
service usage.
A. Specifications of Cloud Computing
While there are many definitions of cloud computing,
Mell and Grance highlight five essential characteristics [5]:
On-demand Service: A user can be provided by oneself
with computing abilities such as server time and network
storage whenever it is needed without any provider and
human interaction.
Wide Network Accessibility: Cloud computing has to be
held abilities, which are standardized on the network and can
be accessed by different kinds of devices (mobile phones,
tablets, laptops, workstations etc.).
Resource Pool: The provider’s computing resources such
as a storage area, processing power, network bandwidth and
memory must be in a physical or virtualized pool, can be
allocated dynamically or according to demand of the endusers and can be served multitenant at the same time. Users
do not need to have any authority on the resources and do
not know where the resources are.
Rapid Elasticity: Opportunities and abilities have to be
provided, unserved and scaled interior or exterior in an
elastic way. These services are introduced to end-users
generally unlimited and provided as much as the requests.
Regular Service: Among to services, which are provided
in cloud computing systems; resource usage can be
monitored, controlled, reported; resource usage amounts can
be determined and providers can serve these to users
transparently.
B. Structure of Cloud Computing Architecture
Cloud computing architecture contains some types of
actors, which can be either an individual or an organizational
unit who attend cloud services/tasks. NIST defines five main
actors [7]:
Consumer uses the cloud computing service and can be
either an individual or an organizational unit. A consumer
chooses the most appropriate service or services, which are
provided by the cloud provider. Besides, the services are
charged against to the agreement that is signed between the
consumer and the provider.
Provider is an entity that is responsible for developing
resources and services, which are used by individuals,
organizations or consumers. Provider manages software,
platform or infrastructure that is needed by consumers, and it
builds obligatory technical infrastructure and provides
specified service levels (mostly trust and security levels).
Auditor inspects whole information technology
processes, performance and security issues independently
within predefined criteria. Auditor must be a third party and
can be either an individual or an organizational unit.
Broker: Manageability of cloud systems is very
complicated because of its nature. Consumers can use cloud
services not only get in contact with the provider directly but
also broker. Broker organizes the connection between
provider and consumer, and also manages performance and
availability of the system.
Carrier realizes connection, communication and transfers
between provider and consumer, and also it enables
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Fig. 1. Service models and actors in cloud computing.

consumers can access to the services over communication
infrastructure and other devices such as desktops, laptops or
any mobile devices. Distribution of the cloud services can be
realized via network and communication infrastructure or
communication agents, which have high storage capacity
opportunities.
C. Service Models in Cloud Computing
About the services, which are served over cloud
computing systems there is a definition as Anything as a
Service (XaaS). The word Anything defines the service, and
it can take part as the type of the service like;
Communication as a Service (CaaS), Network as a Service
(NaaS) or Monitoring as a Service (MaaS). However, there
are three fundamental service types to describe and define
the service contents. They are Infrastructure as a Service
(IaaS), Platform as a Service (PaaS) and Software as a
Service (SaaS) [5]. These three main service models/actors
of the cloud computing are shown in Figure 1 and detailed as
follows.
Infrastructure as a Service (IaaS): With this ability,
users can access processing power, storage area, network
and other computing resources through opportunity and
ability of the provider, also use every kind of software
including operating system (OS) and applications. Users are
not responsible for controlling and managing the cloud
infrastructure, they only have authority on OS, storage,
distributed software and network components which are
going to be used.
Platform as a Service (PaaS): Users can develop and run
software over cloud computing infrastructure via
programming languages, libraries, services and with the
tools that are supported by provider. Users are not
responsible for controlling and managing network, server,
OS and storage areas which are founded in cloud computing
infrastructure, they can only interfere limited configuration
changes.
Software as a Service (SaaS): All the infrastructure,
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platform and software utilities are supported and provided
by the provider. Users can access to service based
applications via different devices and interfaces as thin
clients and network browsers. There are only some limited
configuration authorities over the service based applications
that can be made by users.
III. SECURITY IN CLOUD COMPUTING
While moving from traditional computing paradigm to
cloud computing paradigm new security and privacy
challenges has emerged. Security of the cloud computing
system can be thought in two dimensions: physical security
and cyber security.
Physical security concerns the physical properties of the
system. For example, a data center, which is owned by
provider infrastructure, has to realize security standards and
hold security certifications globally, supervision and
manageability on security preventions, incombustibility,
uninterrupted power supplies, precautions for natural
disasters (earthquake, flood, fire etc.) are indispensable [8].
However twenty four hours and seven days monitoring for
heat, humidity and air condition systems and also some
biometric entrance systems may help for the business
continuity.
On the other hand, cyber security defines the prevention
of system from cyber world. There is a risk of cyber security
attacks on services of cloud computing system. These attack
can use huge amounts of computing resources, disables their
usage by consumer efficiently. In this section mostly known
attack types are detailed.
Insider Attack: Employee, entrepreneur and associates
which are still or former attended who can or could access
the whole information system with privileged authority are
defined as insider [9]. Insider attacks are organized and run
by these individuals to harm or temper knowledge about
consumers or providers and include every kind of attacks
which can be executed from inside [10, 11].
Flooding Attack: In this type of attack, attackers can
send very large amounts of packets from exploited
information resources, and they are called as zombie [11].
Packets can be either one of TCP, UDP, ICMP or a
combination of these protocols. These kinds of attacks are
mostly realized over unauthorized network connections.
Because of cloud computing paradigms’ nature, connections
to the virtual machines are established over Internet. For this
reason, exposition of cloud users with Denial of Service
(DoS) and Distributed Denial of Service (DDoS) attacks are
inevitable. Flooding attacks affect the availability of
serviced for authorized users. An attack that is realized to a
server which serves one kind of service can prevent a vast of
scale accessibility to this served service. These kinds of
attacks are called DoS attacks. If servers’ resources are
slogged after flooding attacks and it prevents the execution
of other services, which run on the server, this kind of
attacks are called indirect DoS attacks.
User to Root Attacks: In this type of attack, an intruder
seizes the account and password information of an
authorized user, and he can acquire limitless access to the
whole system [11]. Buffer overflows are used for establish
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console connection for authorized processes. This type of
intrusion can be realized with writing an excessive amount
of data to a statically defined buffers’ capacity, and the
information is captured by intruders from this overflowed
data. An attacker who owned the account and password
information of an authorized user can hold the access
privilege to servers and also to virtual machines.
Port Scanning: An attack that identifies open, closed and
filtered ports on a system [11]. In port scanning, intruders
can seize information with the help of open ports like
services that run on a system, IP and MAC addresses which
belong to a connection, and router, gateway and firewall
rules. TCP, UDP, SYN/FIN/ACK and Window scanning are
the most common scanning attacks. Port scanning is not used
by its own, an intruder realize the actual attack after getting
information about open ports and running services.
Attacks on Virtualization: After compromising
hypervisor, control of the virtual machines in the virtual
environment will be captured [11]. Zero day attacks are one
of the methods that attack virtual machines and use
hypervisor or other virtual machines to attack other virtual
machines. Zero day attacks use known vulnerabilities before
system or software developers apply patches or updates.
Multiple virtual machines use the same resource pool,
especially hardware and with this kind of access side
channel data has a chance to be captured, which flow one
virtual machine to other [12].
Backdoor Channel Attacks: A passive attack type in
which intruders compromise a node in the cloud and use this
compromised node as a zombie resource to execute a DDoS
attack. Trojans and similar structures on the system are help
to compromise the system. After compromising system
become a zombie and also data can be reachable on the
system [11].
Storage allocation and multitenancy: There are some
issues to be defined about the data that are processed on
cloud [13]. Owner and control of the data, maintaining audit
records, how and how much of the audit records will be
shared with the consumer. To ensure consumers’ data
privacy, provider has to realize isolation of data and
guarantee in service level agreement.
Authorization, Authentication, Encryption, Key and
Identity Management: Different from conventional
information technologies, in cloud computing deployment of
virtual machines, IP addresses and resources are dynamic
[13]. Authorization, authentication and identity management
have to be configured with affectless from this dynamism in
the way of synchronization. While achieving this
configuration, data privacy is also indispensable. And the
way of achieving data privacy a well-defined, wellconfigured and well-maintained key management.
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trace more and settle with local settings of an OS and log
records. The basic structure of a HIDS is shown in Figure 2
[18].
B. Network-based Intrusion Detection Systems
Network-based IDSs (NIDS) observe, monitor and
analyses the specified and pre-identified network traffic. It
can detect different situations based on specified points and
generally located between the end point devices like routers,
firewalls. A NIDS is an intrusion detection system that
attempts to discover unauthorized access to a network by
analyzing traffic on the network for signs of malicious
activities and events. Network traffic stacks on different
layers and every layer delivers the data coming from a layer
to another layer. OSI reference model and TCP/IP model
define how these layers works and manages the traffic. An
example for NIDS architecture and sensor placement is
shown in Figure 3 [18].

Fig. 2. Host-based Intrusion Detection System architecture.

Data Modification, Forgery and Integrity: Untrusted
providers and system administrators can manipulate users’
and consumers’ data among to their own benefits [14].
Cloud users will be fall into a particularly bad position after
such a manipulation or forgery occurs. With a combination
of techniques like encryption and hash, this kind of integrity
attacks can be prevented. AdjointVM and some
improvement on AdjointVM are some solutions to prohibit
tampering users’ cloud data in the way of virtualization [15,
16].

C. Distributed Intrusion Detection Systems
Distributed Intrusion Detection System (DIDS) is the way
of intrusion detection in a distributed environment such as
grid and cloud computing [19]. All the components in the
distributed area communicate each other with an agent-based
approach. There are three fundamental components and
assignments are similar to other types of IDSs’ components.
Main subject in DIDSs deal whole system like a traditional

IV. INTRUSION DETECTION IN CLOUD COMPUTING
As detailed in previous section, there are different types of
attacks. Intrusion Detection Systems (IDSs) are one of the
practical solutions to resist these attacks. IDSs are systems
that realize intrusion detection, log detected information,
alert or perform predefined procedures [17, 18]. They can be
either hardware or software that includes whole observed
computing entities. It does not mean every detected
suspicious event is an intrusion. Some unexpected events
can occur rarely, and it is a crucial point to decide if they are
an intrusion or not. Mainly there are three types of IDS in
cloud computing systems: Host based IDS, Network based
IDS, and Distributed IDS.
A. Host-based Intrusion Detection Systems
Host Based IDSs analyze the suspicious activities like
system call, processes or thread, asset and configuration
access by observing the situation of host. It is especially
used to protect valuable and private information on server
systems. HIDSs are able to assign as NIDS if they are
installed on a single host and configured to detect network
activities. HIDS is composed of sensors located on servers
or workstations which are made to prevent the attacks to a
host. An HIDS is not just monitor network traffic, it can also
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Fig. 3. Network-based Intrusion Detection System architecture.

network or host [20]. DIDS components do not have a
worldwide accepted standard, but there are network and host
based sensor components, detection engine and management
component. A systematic model of a DIDS is shown in
Figure 4.
D. Network Behavior Analysis Intrusion Detection
Network Behavior Analysis Intrusion Detection (NBAD)
is an intrusion detection methodology which is providing to
decide if the network traffic is suspicious or not by the
statistical data and formal situation of network traffic.
Sensors detect DoS attacks with the help of to be aware of
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Fig. 4. A systematic view of Distributed Intrusion Detection System.

the network traffic and unexpected application services and
rule violations by scanning the network. Traditional NIDSs
and NBAD systems share some common components like
sensors and management consoles, but NBAD systems
generally do not have database servers, unlike the traditional
NIDSs. NBAD systems work to decide in the case of
unexpected data traffic. It is generally efficient to detect DoS
attacks and worms.
V. INTRUSION PREVENTION SYSTEMS
An Intrusion Prevention System (IPS) holds all
capabilities of IDSs and plus prevention characteristics [17].
IPSs can interfere most of the component in prevented
environment. In a nutshell, security of a system has some
traditional steps. There will be a firewall, IDS, IPS and
guard system behind modem, router or switches where ever
it is needed. IPSs can change configurations of manageable
computing entities. If an intrusion detected by the
mechanism, a firewall rule can be applied, a routing
configuration can be changed, or a virtual machine can be
isolated among security procedures.
In cloud computing, intrusion detection and prevention
transactions and processes are a challenging issue because of
many reasons. Fundamentally, because of the distributed
nature of the cloud computing systems, all monitored and
prevented resources are taken place in many different
locations. Sometimes, they will be in different countries. So
that, intrusion detection sensors placement, collecting
intrusion data, analyzing by detection engines and interfering
for prevention precautions are not easy to implement and
apply. At the same time, load balancing, allocation of CPU
and memory, deciding for positive and negative rates,
bandwidth usage and so the whole price because of pay per
usage model is the areas to be overcome.
Proxy Network Intrusion Detection System for Cloud
Computing is introduced to minimize expenditures of
hardware usage [21, 22]. The study based on locating a
20-21 September /Eylül 2013 | Ankara / TURKEY

NIDS in a virtualization based cloud environment by putting
on intrusion detection assignment on a different entity in the
network. So the expenditures of hardware usage (CPU and
memory) aimed to be reduced. Studies and models must
study and concentrate for the most effective and proactive
detection and prevention approaches.
VI. CONCLUSION
Cloud computing is a rapidly emerged technology and it is
a widely accepted computing paradigm all around the world
by its advantages on quick deployment, cost efficiency (on
setting up and improvement), large storage space, and easy
access to system anytime and anywhere. Apart from these
advantages it has some disadvantages on security and
privacy concerns, which are seen as the primary obstacles to
wide adoption. At the same time, because of the distributed
nature of the system, there is a risk of security attacks on
services and resources in cloud computing. These attacks
can be both outside and inside the cloud provider’s network.
In this paper, we have introduced the security issues of cloud
computing and in terms of attack types and their defense
mechanism by means of intrusion detection and prevention
systems.
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