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Abstract— We survey the rings of low multiplicative complexity
and the redundant representation of finite fields. The construction
is originally due to Ito and Tsujii [3]. We give the important
results of Silverman’s works in [1], [2]. Moreover, we note that
the fields constructed with Silverman’s method are not suitable
for elliptic curve cryptography while Silverman suggests those
curves can be used in elliptic curve cryptography.

Index Terms— Finite fields, redundant representation

I. INTRODUCTION

INITE field multiplication is widely used in many areas

such as cryptography and coding theory. For example,
the field operations are used in key exchange, encryption,
signing and authentication. The binary field Fon~ is especially
used for computer implementation due to the binary structure
of computers. In this paper, we give an overview of the
important representation of finite fields so called redundant
representation. Moreover, we discuss the application of the
redundant representation in Fy~. This paper is a survey of
papers [1], [2].

In section 2 we give the basic definitions and notations.
Examples are given in Section 3 to show the concepts from
Section 2. Fields and rings of low complexity are given
in the next section. In Section 5 the application part, fast
multiplication in finite fields Fo~ is given. Finally, selection
of fields Fo~ is presented in Section 6.

II. DEFINITIONS AND NOTATIONS

In this section we give the basic definitions and notations
that are used throughout the paper.

Let k be a field and R be a k-algebra with a finite basis
B = {x1,x9,...,x,} as k-vector space. The multiplication law
in R is given by the equation

r
k .
mij = E /\ijxkv 1 S Z7j7k S T,
k=1

where )\fj € k. The complexity of the basis B is defined to be

1 .
CB) = ~#{(i,3.K) : My #0)
and complexity of R is defined as
C(R) = min{C(B) : B is a k-basis for R}.
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For example, the normal basis B of the finite field Fyon is
well known to have the complexity C'(B) > 2n — 1. For some
certain fields the equality C'(B) = 2n — 1 is obtained. In this
case the normal basis 13 is called optimal normal basis or ONB.
We refer to [6], [7] for the details.

An useful property of a basis is the symmetry so that the 73
multipliers )\fj are determined by the r? multipliers /\le using
a simple transformation. It is said that B3 is a permutation basis
if there are permutations o, 7, € Sy, 1 < k < r such that

Ay =Aj; forall i, j k.

If @ = > a;z; and b = ) B;z; and if B is a permutation
basis as above, then

T ” T
_ ok 1
ab = E albj)\ijfg E aakflbﬂ:l)\ij Tk
i,4,k=1 k=1 \i,j=1

Note that if B is permutation basis, then its complexity is
determined by the )\}j’s,

C(B) = #{(i,j) : Aij # 0}.

In order to obtain smaller multiplicative complexity than
ONB complexity one can begin with a quotient field K of R
and lift the elements of K to elements of R. All computations
can be operated in R and go back to K if the complexity of
R is smaller than K. Let p(R) be defined as

p(R) = dim, R — max{dim; K : K is a quotient field of R}.

It would be better p(R) to be small for practical applications,
which means that R has a large quotient field. Obviously,
p(R) = 0 if and only if K = R.

III. EXAMPLES

In this section a number of examples are given to show the
concepts from Section II.

Example 3.1: Consider the ring R = k[z]/(z"). Let the set
B = {l,z,22,..,2""'} be a basis of R. The multiplication
law is given by 2'2? = 2t if i + j < r, and 2’27 = 0 if
t+45>r 50

\E 1 if i+j=k<m,
" 0 otherwise.
So one can obtain the complexity
1 r+1
Cc(B) = - 1= .
CEEDS :

"o<ij<riti<r
It is seen that complexity can be rational. Note that the only
field of R is k. Hence p(R) =1 — 1.
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Example 3.2: Let A€ k, A#0, and R = k[z]/(a” — A)
with basis B = {1,z,22,...,2"~1}. Then

i 2 if i+ <k
TEZ ArHr i i+ >
1 if i+j=k,

A =14 A if k=i+j—r,

0 otherwise.

Then the complexity of 3 becomes
C(B)=r,

because there is only one k with Af; # 0 for each (i, j). Now,
p(R) can be computed. Let " — 1 = f1 fo...fs be irreducible
factors and let d; = degf;. Since k[z]/(f;) is a quotient field
of R of dimension d;, it is seen that

p(R) = r — maxd,.
Note that if A =1 then

" —1l=(—-DE" P+ 1)

If the polynomial ®(z) = z"~'+a" 24 ...+x+1 is irreducible
in k[z] then p(R) = 1. Moreover, we know that ®(z) is
irreducible in k[z] if and only if r is prime and ¢, number
of elements in k, is a primitive root in Z/rZ. We will see
details of this situation for k = IF5 in next section.

Example 3.3: Consider the ring R = k[z]/(z" — ax — )
for some o, 3 € k* and the basis B = {1,z,22,...,2" " }.
Then

z'r) = {

So one can obtain the complexity as

3r—1
C(B) = 5
Note that this result is better than a normal basis which
has multiplicative complexity greater than or equal (2r — 1).
However normal basis has many advantages such as squaring
complexity and permutability.

Example 3.4: Consider k = Fy, ®(z) = 2"~ 1 +2" 2 +...+
x+1, and the ring R = Fy[z]/(®(x)). Note that R is subring
of Fy/(z"*! — 1) for which standard basis has complexity
r + 1. Multiplication rule in R is given by the rules

xttI if
a$i+j—r+1+5xi+j—r if

t+7<r
t+g =T

o it if i+j<r
2zt = 14+a+ .. +2m !t if i+j=vr
giti—r=1 if i4+j5>r.

The r pairs (i, ) for which r of the A}; are non-zero and the
remaining r? — r pairs (i,;) have exactly one non-zero )\f’j
and therefore

C(B) = %(rQ—i—rQ —r)=2r—1.

As it is seen the multiplicative complexity of B is twice as

large as the ring of dimension one higher that contains R.
Example 3.5: Let Ry and R, be rings of dimensions rq

and ro over k, respectively. Let B; and B2 be k-bases with
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C(B;) = C(R;) for i = 1,2. Then the product ring R =
Ry X Ry of dimension r = r1 475 has a natural product basis

B={(y,0):y € B} U{(0,2) : z € Ba}.

Since (y,0)(0,z) = (0,0), the complexity of the basis B is
given by the formula

TC(B) = Tlc(Bl) + TQC(BQ) = 7"1C(R1) + TQC(RQ).

Then it follows that

C(Rl X Rg) < TIC(RI) + TQC(RQ) .

T+
Example 3.6: The product basis 1of R? X Ry described in
Example 3.5 has the property x;x; = 0. In the case where
Ry = k, this property is eliminated by forming twisted product
basis

B={(1,1):ye B} U{(0,2):z¢€ By}
This gives

C(R) = (1 - i) (C(Ra) =) + 7

The intermediate steps can be seen in [2].

IV. FIELDS AND RINGS OF LOow COMPLEXITY

In this section, the main result in [2] will be given. Firstly
the theorem which describes all field extensions of a finite
field for which the complexity is equal to the dimension. Next
a complete classification of all rings R/k with low complexity
C(R) < dimyR and a quotient field of dimension dim;R — 1
are presented. The proof of theorems are in [2].

Theorem 4.1: Let k be a field with ¢ elements and let K/k
be afield extension of degree r. Then C'(K) = r if and only
if the following two conditions are true:

) Every prime dividing r also divides ¢ — 1.

(i) Either4tror4|q—1.

Further, if (i) and (ii) are true, then K is isomorphic to
klz]/(z" — A) for some A € k such that 2" — A is irreducible
in klz].

Theorem 4.2: Let k be a field with ¢ elements and let R
be a k-algebra of dimension r satisfying

p(R)=1and C(R) <r.

Then R has one of the following forms:

i) R = k[z]/(z" — 1) where r is a prime and ¢
is a primitive root modulo r. The basis B =
{1,2,22,...,2""'} is a permutation basis for R
satisfying C(B) = C(R).

(i)  There is a field K/k so that R = k x K, and the basis
B for R satisfying C(B) = r is a twisted product
basis as given in Example 3.6. Further C'(K) =
dim; K, so in particular K = k[z]/(z"~1 — A) is
a field extension of the type described in Theorem
4.1.

(iii) There is a field K/k so that R = k x K, and the
basis B for R satisfying C(B) < r is a product basis
as in the Example 3.5.

(iv) r=2 and R = k[z]/(z?).
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Only in case (i) does R have a permutation basis B satisfying
C(B) <r.

Note that the rings in Theorem 4.2 (i) are of the particular
interest for practical implementations. In the next section, the
case k =Fy and R = Fy x Fyr—1 is analyzed.

V. FAST MULTIPLICATION IN FINITE FIELDS Fon

In this section we give an application of Theorem 4.2. It is
described for performing computations in a finite field Fon by
embedding it a larger ring R where multiplicative complexity
of R is N + 1 which is approximately twice as efficient as
optimal normal basis multiplication.

The field Fon can be generated as a quotient Fo[z]/(®(x)),
where

O(x)=aN + 2V VN2 41
It is known that the polynomial ®(x) over 5 is irreducible if
and only if
e p =N +1is prime,
e 2 is a primitive root modulo p.
The second condition says that

2N/t %1 mod p, for every prime £ dividing N.

When the field Fo~ represented in standard way as the set
of polynomials modulo ®(z) it is seen that Fo[z]/(®(x)) is
a subring of the ring of polynomials modulo x” — 1, where
N = p — 1. In other words,
oy [x]
= Fon X Fa.

(.Tp _ 1) 2N, 2
Note that this is an isomorphism of rings, not fields. Let R,
denote the ring of polynomials modulo z? — 1,

]FQ[:E]
@ 1)

An element of R, can be represented by

R, =

a = aNxN + aN_lfol +...+ay +ag
and it can be also represented by a list
a=lan,aN_1,..., a1, a0]

where a; € Fy for 0 <7 < N.

Remark 5.1: Note that the method constructed above can
be generalized for fields F~ for any prime power ¢ provided
p = N + 1 is prime and q is primitive root modulo p. The
generalization is given in [4].

Now it is given the multiplicative complexity of the ring R,,.
The complexity of the basis B = {1, z,22,...,2P~1} for the
ring Ry, is clearly C(B) = p since Af; = 1 where A}, is given
in Section II. Therefore R, has complexity p = N + 1 while
the complexity of optimal normal basis for Fon is 2N — 1.
Therefore, it is better to perform Fo~ multiplication by first
moving to R, and then doing the multiplications in R,.

The lift operations between Fon and R, are performed as
follows: An element of Fon and R, are represented by

[a’N—la"'valvao]v [anaN—la"'valvao]'
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The extra bit in R, is called ghost bit. In order to do a
computation in Fo~ we first move 2, then do all computations
in R, and finally go back to IF,~. Note that movement between
Fo~ and R), is fast, at most a single complement operation.
More clearly, the map between Fon and R, is given by

]FQN
a = [aN—la ey A1, aO]

— R,
— [O,CIN_l, ...,al,ao].

Inverse map is given by

Rp —>F2N
[an—1,..,a1,a0] if ay =0
[an,aN_1,...,a1,a0] —> { ~an_1,..,a1,a0] if ay=1

where ~ means take the complement of every bit.

VI. SELECTION OF FIELDS Fyn

The first condition in choosing Fo~ is that 2 is a primitive
root modulo p and p = N + 1 is prime since this ensures that
the cyclotomic polynomial

AR
Ox)=aN + 2V T4ttt 1= T
Tz —
is irreducible in Fo[x].
Some of the values of p, where N = p — 1 are

{101, 107,131, 139, 149, 163,173,179, 181,197, 211, 227, 269,
193,653,659, 661, 677,701,709, 757, 773,787,821, 829, 1019,
1061,1091,1109,1117,1123,1171,1187}. As it is seen there
are limited value of N. In paper [1] it is said that for elliptic
curve cryptography one might take /N to be one of the values
162,172,178,180 or 196. However we want to note that
those values are not secure since the composite extension
fields are weak due to weil-descent attack [5]. In fact, since
the value p is prime and N = p — 1 is always even, the fields
constructed in this method are not suitable for elliptic curve
cryptography.

On the other hand, one can use the field in Fo~ in Diffie-
Hellman key exchange or ElGamal system. In this case, the
multiplicative group F3y is a cyclic group of order 2N 1
and if 2V — 1 is the product of small primes then Pohlig-
Hellman algorithm solves the discrete logarithm problem
which provides the security of Diffie-Hellman key exchange
or ElGamal system.

To find the prime divisors od 2N _ 1, one can start with the
factorization of X~ —1 as a product of cyclotomic polynomials

a1 =] ®alx),
d|N

where ®4(z) is d*" cyclotomic polynomial. That is, the roots
of ®4(z) are primitive d*" roots of unity,

Pq(x) = 11

1<k<d, gcd(k,d)=1

(JJ 7 8271’]6/(1).

Therefore we have the following relation:

oV —1 =[] 2a(2),

d|N
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so one should find the large prime divisors of ®4(x). For
example, consider the situation, p = 787 and N = 786. Since
786 is divisible by 393 it is seen that 2736 — 1 is divisible by

2393 -1
@ - DEP 1)

One can find the value of ®393(2) as

$393(2) = 36093121 - 51118297 - 58352641 - g,

P393(2) =

2183

where ¢ ~ is a prime. Hence 278 — 1 is divisible by the

large prime gq.

REFERENCES

[1] J.H. Silverman, “Fast Multiplication in Finite Fields GF(QN),” Cryp-
tographic Hardware and Embedded Systems, Proc. First Intl Workshop,
CHES 99, C K. Koc and C. Paar, eds. pp. 122-134, 1999.

[2] J. H. Silverman, "Rings of Low Multiplicative Complexity”, Finite Fields
and Their Applications, vol. 6, no. 2, pp. 175-191, 2000.

[3] T. Itoh and S. Tsujii, ”Structure of Parallel Multipliers for a Class of
Fields GF(2™),” Information and Computation, vol. 83, no. 1, pp. 21-
40, 1989.

[4] W. Geiselmann and S. Rainer, ”A Redundant Representation of GF(g™)
for Designing Arithmetic Circuits, IEEE Trans. Computers, 52(7):848-
853, 2003.

[5] P. Gaudry, F. Hess and N. P. Smart, ”Constructive and Destructive Facets
of Weil Descent on Elliptic Curves”, J. Cryptology, 15(1):19-46, 2002.

[6] Gao, S., Vanstone, S.A., ”’On orders of optimal normal basis generators”,
Mathema- tics of Computation,64 (1995), 1227-1233.

[7]1 Mullin, R., Onyszchuk, I., Vanstone, S., Wilson, R., ”Optimal normal
bases in GF'(p™)”, Discrete Applied Mathematics., 22, (1988), 149-161.

bildirilﬁ?‘g&aebled | ngs 13- 14 Aralik December 2007 ® Ankara / TURKIYE
322




